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CRIPTOCURRENCIES 1 

In previous lessons we have reviewed in a general and introductory way what refers to the 
Cryptocurrencies, this time we will see more closely their characteristics and operation, 
providing new knowledge that will be a fundamental basis for your future as an operator. 

1.- TECHNOLOGICAL ASPECTS OF CRYPTOCURRENCIES 

We hear continuously that we are entering a new economic age, where the digital is taking 
the leading role, it is said that in some years paper money will disappear giving way to a 
digitalized monetary system, in fact, we already apply this with the daily use of debit or credit 
cards and with electronic payments, however, now we are going much further by starting to 
make use of Cryptocurrencies. 

Much has been said about the concern caused by the implementation of this type of 
currency in the world financial system, which is completely normal since for most people 
this is something new and therefore unknown, the same happened when we began to make 
more recurrent use of cards thus replacing the use of paper money, In the end, everything 
has to do with the changes of paradigms that the evolution and progress of humanity are 
facing us, now the challenge seems to be greater since in a very short time the changes are 
being abysmal, therefore, certain generations are not able to assume and digest such 
changes and they fall out of this vertiginous rhythm that the technological society has. 

As we have already explained, a crypto-currency is a currency that uses cryptographic 
technology, following specific protocols to carry out transactions in an expeditious manner 
and without territorial limitations between them, originating in digital mining and stored in 
digital wallets or wallets, said by the Cambridge dictionary: "a digital currency that is 
produced by a public network instead of any government, which uses cryptography to 
ensure that payments are sent and received securely". 

Cryptography: Art and technique of writing with procedures or secret keys or in an enigmatic 
way, in such a way that what is written is only intelligible to those who know how to decipher 
it 

 The European Central Bank (ECB) states that "it is the digital representation of value not 
issued by a central bank or public authority that is not necessarily associated with a fiat 
currency, but is accepted by natural or legal persons as a means of payment and can be 
transferred, stored or traded electronically". 

As we can see, crypto-currencies are defined as a means of exchange that has the same 
characteristics as money, and this is essential in order to begin to create trust between 
people and for them to make more frequent use of this type of currency. 



PEER TO PEER NETWORK. 

To operate the Crypto currencies use a payment network known as peer to peer (P2P) that 
allows the transfer of information directly, this is an indispensable tool in a new market like 
the digital, this makes operations much more efficient and eliminates intermediaries. 

Since it is a digital method, computers do all the work. The peer-to-peer networks take 
advantage of, manage and optimize the use of the bandwidth of the other users of the 
network by means of the connectivity between them, obtaining more performance in the 
connections and transfers that with some centralized conventional methods, where a 
relatively small amount of servers provides the total of the bandwidth and shared resources 
for a service or application.  

For example, banks make use of a centralized system since all operations must go through 
their servers, and only they can authorize or reject a transaction. 

 

Peer to peer networks have 6 main features: 

- Scalability. 

P2P networks have a global reach with hundreds of millions of potential users. In general, 
it is desirable that the more nodes are connected to a P2P network, the better it will work. 
Thus, when the nodes arrive and share their own resources, the total system resources 
increase. 

- Robustness.  

The distributed nature of peer-to-peer networks also increases robustness in the event of 
failures in the excessive replication of data to multiple destinations, and -- in pure P2P 
systems -- allowing Peers to find the information without making requests to any centralized 
indexing server. In the latter case, there is no single point of failure in the system. 

 



- Decentralization.  

These networks are decentralized, and all nodes are equal. There are no nodes with special 
functions, and therefore no node is essential for the operation of the network. In fact, some 
networks commonly called P2P do not comply with this feature, such as Napster, EDonkey 
or BitTorrent. 

- The costs are shared among the users. 

 Resources are shared or donated in exchange for resources. Depending on the network 
application, resources can be Files, Bandwidth, Processing Cycles or Disk Storage. 

- Anonymity.  

It is desirable that in these networks the author of a content, the publisher, the reader, the 
server that hosts it and the request to find it whenever the users need it remain anonymous 

- Security.  

one of the least implemented desirable features of P2P networks. The objectives of a secure 
P2P would be to identify and prevent malicious nodes, avoid infected content, prevent 
spying on communications between nodes, create secure groups of nodes within the 
network, protect network resources, among others. Most of these are still under 
investigation, but the most promising mechanisms are Multi-key encryption, sandboxes, 
copyright management (the industry defines what the user can do, for example the second 
time the song is played it is turned off), reputation (only allow access to those known), secure 
communications, or file comments. 

TOKEN. 

One of the most heard words in the world of crypto currencies is TOKEN. It is necessary to 
define that it is a token since this one has a very narrow relation with the cryptocurrency 
world, the most common definition is Tokens are objects similar to coins, but unlike the 
coins, tokens have no legal tender value. According to some authors "a token is a unit of 
value that an organization creates to govern its business model and give more power to its 
users to interact with its products while facilitating the distribution and sharing of benefits 
among all actors". 

 

 



But let's make this a little more practical. Let's take the example of a casino chip token. Think 
about it a bit, a casino chip has no street value. With them you cannot buy anything in some 
shop, nor can you pay anything outside the casino. This is because casino chips have no 
legal tender value. 

And that is the trick with "legal tender". The concept of legal tender value refers to the fact 
that what we use to pay, is widely accepted and legally admissible as a means of payment. 
The currencies of countries such as the dollar or the euro are tokens that have legal tender 
value. But a casino chip does not. That is why you cannot use them to pay for things in 
stores. 

However, casino chips can be exchanged for legal money, in the casino that issued them. 
This is because the casino accepts that the chips have a value and will pay you that value 
in legal tender. 

 

 

 

Cryptographic digital tokens, the evolution of the traditional token. 

Sure today you already make use of some digital token that allows you to make your own 
banking transactions from your computer or cell phone, this was a great advance of banking 
that allowed to speed up payments without the need to go to a bank branch, however, to 
make use of this same system for operations with cryptocurrency there was a need to 
increase the degrees of security. 

For many years, many individuals wanted to design digital tokens to use as a secure 
exchange medium. Creating a token and a database that would automatically keep track of 
your accounting was a simple task. The real challenge was to create a secure system. One 
that would avoid such obnoxious things as double-crossing or counterfeiting coins. 

But this story changed with the advent of Bitcoin and the technology that made it work, the 
blockchain. The creator of Bitcoin, an anonymous character under the pseudonym of 
Satoshi Nakamoto, revolutionized the world. He opened the door for the creation of a digital 



token that was secure, transparent, private, censorship-resistant, and pseudo-anonymous. 
With Bitcoin, cryptographic digital tokens were born. 

Basically, cryptographic digital tokens are the same as a traditional token. That is, they can 
be created by private individuals, have no legal tender value, and can be exchanged. But 
cryptographic digital tokens have something that traditional tokens do not work using 
blockchain technology. This allows for control of known weaknesses of traditional tokens, 
such as counterfeiting and double counting. 

This opens a whole new vision for the world. It was now possible to create digital tokens to 
represent anything with. The extent of this after the emergence of Bitcoin was unknown. 
And in fact, we still understand the possibilities today. However, the tokens opened the door 
to a universe of things, just as they did in the beginning. 

 

WALLET. 

Let's keep in mind that we are talking about digital coins, so the approach is totally different 
in terms of how to acquire and store them. Because coins like Bitcoin do not exist in any 
physical form, they cannot technically be stored anywhere physically. Instead, private keys 
are used that allow us to access a public Bitcoin address and sign transactions that need to 
be stored securely. A combination of the recipient's public key and our private key is what 
makes a transaction with Bitcoin possible. 

There are several different forms of Bitcoin wallets, meeting different requirements and 
varying in terms of protection and security, convenience, accessibility and so on. 

WALLET TYPES 

PAPER 

  

A paper wallet is essentially a document that contains a public address that can be used to 
receive Bitcoin and a private key, allowing you to spend or transfer Bitcoin stored at that 
address. They are often printed as QR codes so you can quickly scan them and add the 
keys to a software wallet to make a transaction. A paper wallet can be generated using 
services such as BitAddress or Bitcoinpaperwallet that allow users to create a completely 
random Bitcoin address and a private key for it. Once the wallet is created, the generated 



document can be printed, with some services offering a tamper-proof design or even the 
ability to order holographic labels and is ready for use. 

The main advantage of a paper wallet is that the keys are not stored digitally anywhere, 
making them completely immune to computer attacks, malware that can record the user's 
keystrokes and basically any form of digital theft. 

However, there are still some precautions to be taken when creating such a wallet. 
Obviously, before we generate a paper wallet, we need to make sure that no one is watching 
us when we do so. To rule out the risk of any spyware monitoring our activities, it is 
recommended to use a clean operating system, such as Ubuntu, running from a USB flash 
drive or DVD. Also, once the paper wallet is configured, the website code should be able to 
run offline, allowing us to disconnect from the Internet before generating the keys. Finally, it 
is recommended that we use a printer that is not connected to a network. 

Also, it is important to understand that we are printing valuable private information on a 
piece of paper. Therefore, we need to take certain steps to protect it. For example, we 
recommend that you store it in a sealed plastic bag to protect it from water, moisture and 
general wear and tear. Some people prefer to laminate it and store it in a safe, a deposit 
box or entrust it to a lawyer. 

 

PHYSICAL BITCOIN 

  

 

The physical Bitcoin is usually preloaded with a fixed amount of BTC, and the intention is 
that its value cannot be spent while the private key remains hidden. This is usually achieved 
through the application of a security protocol. 

The first of its kind, Bitbill was formed as a credit card, but most of the alternatives that 
followed were formed as a round medal. Mike Cadwell, a crypto coin enthusiast nicknamed 
'Casascius', created the first of Casascius' popular physical Bitcoin in 2011. The private keys 
were hidden under a removable hologram, and when moved they left a tamper-proof pattern. 



When exchanged, the coin lost its digital value. Since then, there have been several new 
coin makers. 

Physical Bitcoin is a very convenient way to store our funds more securely and can be 
extremely useful when trading offline. In addition, they have recently become a highly prized 
collector's item. 

However, they have one serious drawback. In November 2013, Mike Cadwell was called 
out of business by the Financial Crimes Enforcement Network because his work was 
considered a money transmitter. The regulations for this activity were difficult to enforce, so 
he was forced to stop selling items containing Bitcoin in digital formats. Since BTC is still in 
a legal gray area in many countries, the authorities may even consider these items to be 
counterfeit money. 

 

MOBILE 

 

 

 

  

For those who use BTC daily to pick up products in stores or to exchange them personally, 
a Bitcoin mobile wallet is an essential tool. It runs as an application on our smartphone, 
saving the private keys and allowing us to pay directly from our phone. In addition, some 
applications allow users to use the near-field communication feature of their smartphones, 
which means they can simply touch the phone to the reader, without having to provide any 
information. 

Any full Bitcoin client requires access to the entire Blockchain ledger, which is constantly 
growing and requires several gigabytes of storage. Therefore, mobile wallets take 
advantage of simplified payment verification (SPV) technology. They only work with small 
subsets of the Blockchain, relying on trusted nodes in the Bitcoin network to make sure they 
have the right information. 

Despite being a practical solution for storing Bitcoin, mobile wallets are very prone to hacker 
attacks. In addition, we can lose control of the wallet if someone simply gains access to our 
mobile device. There are a variety of Bitcoin wallet applications for devices that work with 
both iOS and Android. 



 

WEB 

  

 

Web wallets store our private keys in a server of a company that provides such services. 
The server is constantly online and is controlled by another person. Different services offer 
different features, with some of them linked to mobile and desktop wallets, replicating the 
addresses through the devices we own. 

Like mobile wallets, e-wallets allow users to access their funds wherever they are from any 
device connected to the Internet. 

The downside to e-wallets is that unless they are properly implemented, the organizations 
that manage the servers could have access to our private keys, thereby gaining full control 
of our funds. On the other hand, some e-wallets operate on a swap basis, and there have 
been cases of swap closures and leaks with their users' funds. 

 

DESKTOP 

 

 

 

  

Desktop wallets are downloaded and installed on our computer, keeping our private keys 
on the hard drive. They are more secure than online and mobile wallets, as they do not rely 
on third parties to store our data and are more difficult to steal. They are still connected to 



the Internet, which makes them inherently insecure. However, desktop wallets are a great 
solution for those who trade small amounts of Bitcoin from their computers. 

There are a variety of different desktop wallet options that meet different needs. Some focus 
on security, others on anonymity and so on. 

 

HARDWARE 

  

 

 

A hardware wallet is a unique type of Bitcoin wallet that stores the user's private keys on a 
secure hardware device. It is the safest way to store any amount of Bitcoin, there have been 
no verifiable incidents of money being stolen from a hardware wallet. Unlike paper wallets, 
which must be imported into software at some point, hardware wallets can be used securely 
and interactively. In addition, they are immune to computer viruses, stored funds cannot be 
transferred off the device in plain text, and in most cases their software is open source. 

Some hardware wallets even have screens, which add another layer of security, as they 
can be used to verify and display important wallet details. For example, a screen can be 
used to generate a retrieval phrase and confirm the amount and address of the payment 
you wish to make. 

Making an investment to acquire an authentic device made by a reliable and competent 
manufacturer with a good reputation will ensure that our funds are safe and secure. 

 

 

 

 

 

 

 



 

BANK 

  

 

In view of the banks' refusal to accept Bitcoin as a viable currency, a Bitcoin Bank was 
recently established. The first of its kind, it is a private company operating in the commercial 
Bitcoin market. They accept and manage Bitcoin deposits, claiming to know the market 
thoroughly. On their website they claim to be a risk-free, safe, and certified platform for 
investment, with great potential for huge profits. 

 

WALLETS AND BITCOIN SECURITY 

POTENTIAL PROBLEMS 

- Malicious software infection. Malicious software can scan our disk and find our private 
keys. Seconds later, all our Bitcoins can disappear. 

- A Trojan can encrypt all the files on the hard drive. Then it could find all the links to our 
wallets, realize how much money we have, and demand that exact amount of Bitcoin to 
decrypt the hard drive. 

- A virtual exchange can run away with our money. 

- We can lose our laptop or our phone with the wallets installed on them. 

 

RECOMMENDATIONS 

- Avoid using any type of wallet that requires an Internet connection; instead, it is best to 
use cold storage options from reputable, reliable providers. 

- Always be cautious and check everything. For example, we might receive an email that is 
made to look like it is from BlockWallet, but in reality, it is from BlokcWallet, a fake site 
created by hackers to get our data. If we authorize this fake site and give them our data, 
surely our BTCs will disappear in an instant. 



 

CHARACTERISTICS  

Among the many institutions and people who try to define in a clear way that is the crypto 
currency is consensus on many characteristics attributable to it, which helps us to identify 
much more easily to this currency. Among them we can point out the following: 

Decentralization. 

Its operation is not subject to control by a Central Bank, but it works through the Blockchain 
system, which we will explain in later lessons. 

There is no need for intermediaries and the commissions are extremely low. 

Due to the peer to peer network, which guarantees direct transactions between the 
participants, eliminating the commissions associated with the transactions and generating 
lower commissions than in the traditional market. 

Security for all parties thanks to the blockchain technology. 

Once the transaction is made, it is impossible to manipulate the system in a dishonest way, 
generating security for the participants of the cryptographic market. 

As we can see the financial system is undergoing potential changes, crypto currencies have 
become part of it, competing to be a global payment method, aiming to establish itself as a 
prevailing system in an economy that experiences accelerated changes adjusted to new 
technologies, however, its most common use is still in the process of development. 

 

 

 

2.- TYPES AND CLASSIFICATION OF CRYPTOCURRENCIES 

In the global market, different types of crypto-currencies have emerged; the Bitcoin is today 
the virtual currency par excellence, but with time, others have emerged with different or 
equal characteristics and functions that have been shaping what we can call today: "the 
crypto market". 



Unlike the traditional stock and currency market, the crypto-currency market does not yet 
have defined classification criteria for its different existing types. 

The methodology used to know and highlight the characteristics of one crypto currency 
against another has been the comparison, since through this we check the qualities that 
precede its formal classification. 

It is important to create a classification base since the lack of a technical and discriminatory 
description of some coins with respect to others limits the legal aspect where the 
classification, definition, and differentiation of all of them is important. 

In a very general way and without a formal classification, we can include the coins currently 
marketed in three main types, those based on Bitcoin, Stablecoin and Petro. 

Based on Bitcoin. 

It is both a coin and a digital system, which only exists in the blockchains that support it, its 
clearest definition is that "it is a user-to-user electronic cash system". 

Ethereum. 

Emerged as an option to bitcoin in the virtual currency market, specifically, the currency is 
called Ether and Ethereum is the network or system that controls this cryptocurrency. 

 

Ripple. 

It is considered the banks' currency, although many believe that cryptocurrencies were 
created to make them disappear, it seems that virtual money can also bring many 
advantages to these institutions, since, thanks to this currency, banks can bypass existing 
border controls and, in addition, carry out operations without any kind of national 
commission. 

Dogecoin. 

It is a virtual currency that has been postulated on several occasions as the one that 
generates the highest number of transactions per day. This does not mean that it is the one 
that moves more money since its price is very low, in this case there is not a limited number 
of Dogecoins as it happens with other currencies, so they can continue to be generated in 
an unlimited way. 

Stablecoin. 

They are digital cryptographic assets designed to maintain a constant price, linked to a 
stable fiduciary coin or collateralized with products or other crypto-currencies, currently 
there are a series of stable coins that aim to achieve that ideal union between crypto-
currencies and fiduciary money. 

The Petro. 

This is listed to illustrate how governments are beginning to make use of crypto-currencies, 
something previously unthinkable, the Petro was created by the Venezuelan state, officially 
it is considered a kind of centralized cryptocurrency and supported by the value that oil has 



in the market, however, there are a variety of criteria that debate whether or not it has validity 
as a cryptocurrency. 

It is believed that in the short-term governments like China will issue their own digital 
currencies. 

The market for crop currencies is currently made up of a multiplicity of crypto currencies that 
hover around 1,500 (perhaps more). These have market capital that can be considered 
valid, market prices, although volatile, range from US$10,000 to US$1.00 on average. 

 

3.- INITIAL COIN OFFERING ICO 

Once crypto currencies were installed in the financial environment and as they have gained 
strength and reputation, they have started to be used for the financing structures of 
investment projects, taking as a reference the public offerings of traditional actions and 
adapting them to the technological environment. 

 

  

 

It is increasingly common to issue tokens or crypto currencies through corporate offerings 
known as initial currency offerings, although it is more commonly referred to as ICO by its 
acronym in English Initial Coin Offering. An initial coin offering is launched to the market, 
with the intention of financing a collectively defined project, operationally it is carried out 
through intelligent contracts developed by specialized companies that guarantee high level 
security standards, supported by blockchain technology. 

The ICOs have emerged as a new financing mechanism for business ventures mostly linked 
to the technology sector. 

 

How does an ICO work? 

 Through an ICO, a venture offers a stock of cryptographic tokens (remember to make the 
analogy with casino chips), with the promise that these tokens will function as the only 
means of exchange when you want to access the future products of the company, the sale 
of chips provides capital to finance the initial expenses. 



 

 

 

Under this mechanism the rapid increase of investments in different sectors of the economy 
has been observed, this is basically a process by which a crypto currency is issued linked 
to a project. Thus, it can be used to obtain a very high capital that allows to make reality 
what is intended. 

  

As a simple example let us imagine a group of young entrepreneurs with a good idea 
somehow connected to the Blockchain technology. For example, a company that will allow 
us to buy a token that will allow us to access in the future to a platform of videos that will be 
stored in a database recorded in a Blockchain. It can sound like a good idea or like 
something basic, it all depends on how the team sells it. 

This mechanism could be quite similar to Monopoly. We buy and sell something that does 
not really exist yet. An ICO token basically means our contribution to the initial investment. 
The more money we deliver, the more tokens we get in return. With the tokens, we can 
either buy future services from the company or we have the option to sell the tokens and 
make a profit in the future. 

But why would we give our money away if we do not end up owning a part of the company, 
and what does it mean to buy future services? Right, no one would trust this kind of 
business. That is why for this kind of operation we use a smart contract. 

 

 

 

 

 



What is a Smart Contract within an ICO? 

Let's follow the example of the entrepreneurs with the video game platform, in order to attract 
investment, they must promise something valuable for investors. These can be unlimited 
video subscriptions, two percent of the company's future revenue, or any other value or 
service provided within the platform. 

  

The smart contract is actually an agreement between the ICO's issuing company and the 
token holder. It is a code that causes an "action" to occur if a certain "if" occurs. For example, 
we can say that everyone who bought the token for the video games project in the 
Blockchain before 2020 can sell it for a fixed price, or that they can use their subscription 
from a certain date or if certain conditions stipulated in the contract are met. 

How to create a smart contract? 

Most of them are still created on the Ethereum platform (the first smart contract was issued 
by the creator of the platform, Vitalik Buterin). But there are more, like Confideal, ChainLink, 
BlockCAT and others. Each has its pros and cons. 

As we have already mentioned, a smart contract is a way to interact with the network, but 
how? A contract of this type is still a program written in a programming language. In the 
case of Ethereum, it has its own language called Solidity. Therefore, this action is reserved 
to specialized programmers to whom you can go to create your own chain of blocks in which 
to register the Smart contacts to finance your projects. 

 

ICO vs IPO 

It is important to highlight what refers to initial public offerings or IPOs, which are simply the 
launch of shares on the stock market open to the public, these shares represent participation 
rights in the issuing companies, different from what happened in the ICOs since the latter 
can be sold to transfer powers or votes (the higher the proportion of tokens, the greater the 
voting power) but often these tokens are only units of money that can be sent to other users 
to exchange for other currencies. 



Any project can launch an ICO at any time with little preparation of it and anyone can 
participate in it by contributing their money, no matter what country they are from, this can 
have advantages in the cost and complexity of fundraising for companies and also enables 
retail investors to support the companies. 

 

 

Why does a start-up prefer to use an ICO for financing? 

The concept is relatively new, and the old IPO figure might seem more secure, but the 
benefits we can see with an ICO are simply unbeatable: 

- Retention control:  

The founders of the company do not share shares in the company with an investor, they 
only sell him a future service. That is a big difference, you get the money, but you still control 
the business. 

- Globalization: 

 While some companies go door to door to find an investor, with an ICO you can raise money 
immediately in any country in the world. 

- No regulation.  

That means you do not have to go through the traditional bureaucracy that could take 
months between lawyers and paperwork. Successful technological implementation is a 
matter of being first in the market and in the case of ICOs, the market plays very fast. 

Why should we invest in ICO tokens? 

- One can get some benefits in the future according to the smart contract. 

- The price of tokens can increase rapidly, so we can make money by buying and selling on 
time, this part is quite similar to what happens in traditional stock exchanges. 

How much can the price of a token increase? 

These are some pretty impressive numbers: 

- MIOTA (that's what they named their token), one of the largest cryptographic projects in 
the market today, started out as an ICO where every MIOTA sold for the minimum amount 
of 0.00059 dollars. The highest price a MIOTA ever had was 5.23 dollars! We are talking 
about every investment increased 8,864 times! 

- Neo, another crypto currency, did even better. They started with a lowly 33 cents per token 
and their highest price was about 157 dollars per coin. 475 times their price! 

- Each Ether came on the market worth 31 cents and its progress has been so abysmal that 
a single coin has come to be worth 1,377 dollars. Can we calculate what the return on 
investment is here? If we had invested $1 in the ICO and sold at its best price, the profit 
would be $4,441. 



Looking at these numbers, we are very clear that this is a good deal. However, we should 
not be so quick to hand over our money as soon as the ICO comes on the market, there are 
many scams and we should be careful not to fall into any of them. 

How can we not fall into an ICO scam? 

There are many "companies" that collect money from investors and end up disappearing 
with all the money collected without leaving any trace. The websites disappear, the profiles 
of the founders on LinkedIn and other portals end up being false and not even the 
companies that advertised the project present answers to investors. 

The authorities in different countries have begun to take some action to prevent fraud within 
the ICOs from continuing, although, on many occasions, they do not end up understanding 
what the market is about. The best thing is for each of us to take good care of ourselves 
and pay attention to the alerts that may arise. 

Here is a short list of items that we should stay away from: 

- The team is anonymous. Right, it is all about decentralization and free regulation, but are 
we going to give our money to a complete stranger? We have to at least know who the 
developers of the project are. 

- Very good offer. If the percentage of return on investment is much higher than average, 
there should be a good reason for it. Otherwise, this idea does not smell good at all. 

- There is no clear road map. If it is a serious start-up, they will work on a detailed roadmap 
at least for the next year. If all we can read on the website is "it will be great, believe us and 
give us your money", we'd better stop and think twice before investing. 

- The team does not have any experience or relationship with the Blockchain technology. 
The fact that the ICOs collected money so quickly generated a lot of attention from both the 
people involved in the market and those who knew nothing about cryptocurrencies. If we 
give our money to inexperienced people, we can be sure that this project will hardly end 
well. 

Beyond all the financial institutions and the states must adapt to these new technological 
figures that affect the financial aspects of the different economies since they understand it 
or they have not come to stay, it is true that they are in early stages and that not many 
investors take them as an option, but their ease of operation and technological adaptability 
give them all the necessary tools to be permanent instruments in this new digital market. 

 

 

 

 

 

 



5.- CRYPTOMINING 

 

 

Cryptomining is the activity by which new cryptoactives are issued and transactions are 
confirmed within a blockchain network. How to perform this activity depends on the algorithm 
used by the network.  

As we have mentioned the most known crypto currency and the one that is more accepted 
today is the Bitcoin, so we will focus on its mining techniques because it is based on most 
of the crypto currencies issued later. 

Mining bitcoins is not an easy task, there are few people who know how to mine bitcoins 
correctly, that is why the universe of miners is so small.  

 

What is bitcoin mining and how does it work? 

 

There are three main ways to get Bitcoin: by buying them in an exchange, by accepting 
them in exchange for goods and services, or by participating as a miner in the currency 
network. Mining is a process that adds transaction records to the Bitcoin public ledger called 



the Blockchain. This exists so that every transaction can be confirmed, and every user on 
the network can access this record. The mining process also allows you to keep a legitimate 
record of transactions so that you can determine which ones are valid and which ones are 
being made without actually having the funds to do so. 

Mining - is a process of record keeping, done using computer processing power. 

Blockchain - a distributed public ledger where the records of each Bitcoin transaction are 
kept. 

  

The Blockchain is so called because it is literally a chain of blocks, containing the lists of 
transactions made during a given period. When a block of transactions is generated, miners 
submit it to a process. By applying a complex mathematical formula to the information in the 
block, they then cut out the sequence of the block, converting it into a random sequence of 
letters and numbers called a "hash". 

Hash - a unique fixed-length sequence of random digits, which can be created from data of 
any size. 

A hash not only contains information from the transaction block, but other data is also stored. 
More importantly, the hash of the previous block stored in the block chain is included. 

Although it is relatively easy to produce a hash from a data collection such as a transaction 
block, it is virtually impossible to tell what data was used just by looking at the hash 
sequence. In addition, each hash within the network is unique, and changing a single 
character in a Bitcoin block completely changes the hash sequence. 

No matter how much data is used as input, the hash will always be the same length. 

Because of these attributes, the hash works like a kind of digital wax seal. If someone 
manipulates a single block of transactions, his or her hash will change immediately, and so 
will all subsequently hash sequences in the block chain. Therefore, any attempt at fraud 
within the Bitcoin network will be easily detected by everyone who uses it. 

REWARDS 

Essentially, the miners are serving the Bitcoin community by confirming every transaction 
and making sure that each one is legitimate. They are all competing with each other, using 
software written specifically for mining blocks. Every time a new block is 'sealed', it means 
that a miner has successfully created a correct hash sequence, and for that work, he gets a 
reward. 

From October 2017, the reward will amount to 12.5 Bitcoins per block, and this value will be 
halved for every 210,000 blocks, a decrease called "halving". This process is expected to 
take place on May 24, 2020, with each mining of the same number of blocks being given 
successively. 

The total production of Bitcoins is limited, which means that the more coins extracted, the 
greater the value of each in the mining world. Therefore, even though the number of Bitcoins 



per block will decrease, the value of the miners' FIAT currency rewards will most likely 
remain the same or even increase. 

Normally, it would be extremely easy to produce a hash from a collection of information; the 
power of computers can do such work very quickly. Therefore, to prevent users from pulling 
out thousands of transactions blocks every second and extracting all available Bitcoins in a 
matter of minutes, the Bitcoin network has to deliberately hinder the process as the 
computing power increases within the network. 

COMPLICATIONS 

This is done through a required "Proof of Work". It is a system that requires some work from 
the service applicant, which usually means processing time by a computer. Producing a 
Proof of Work is a random process with low probability, which means that a lot of trial and 
error is required to generate a valid proof of work. When it comes to Bitcoin, the hash is 
what serves as the proof of work. 

Proof of Work - an inexpensive measure used to insure against fraudulent activity by 
requiring some work from the service applicant, usually meaning processing time by a 
computer. 

To further complicate the mining, something called Bitcoin Difficulty is implemented in the 
process. It is a measure of how difficult it is to find a new block compared to how easy it can 
be. 

Bitcoin Difficulty - a measure of how difficult it is to generate a correct hash. 

This measure is recalculated every 2016 blocks. It is designed so that the extraction of a 
block will take about 10 minutes. As more miners join, the block generation rate inevitably 
increases because processing power is added to the network. To control this, the difficulty 
level is recalculated and increased to compensate for the rate of block creation. Any blocks 
released by fraudulent miners that do not meet the required difficulty level will be rejected 
by everyone in the network, thus becoming worthless. 

Therefore, this process requires effort and through it the new currency slowly becomes 
available. The speed at which the new coins appear is like the speed at which raw materials 
such as gold are extracted from the ground. Hence the process is called "mining". 
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